When Criminal Activity has been Committed on Library Workstations:

A Suggested Procedure
By providing Internet-connected computers, libraries enable people who do not have a computer to access educational and entertainment resources they could not otherwise use.  Unfortunately, this same access also enables dishonest people to perform criminal activity in an environment that seems anonymous.

When “criminal activity”* has been detected on a library workstation, it is important for library staff to know what to do, regardless of who discovers the activity.  Below is a suggested procedure to deal with such an event:
1) Sequester the computer in question.  Pertinent data may be preserved by immediately sequestering the computer.  This may prevent the seizure of multiple computers by law enforcement.  To do this:

i) Put an “out of order” sign on the computer.  DO NOT turn it off yet.
ii) Call the local police to report the suspected criminal activity.
iii) Ask your local police for specific instructions about what to do with the computer.  Be sure to tell the police that your computer has disk locking software on it, and that information may be deleted when the computer is turned off and restarted.

iv) Before turning over any equipment or records that identify an individual, ensure the police have a proper court order.  See:  “Before the Police Arrive” section at www.scls.info/management/law/enforcement/polics.html#court
2) Call your city / village attorney or other legal representative.  Because this person legally represents the library, it is important to keep him / her informed at all times.

3) Call SCLS technical staff.  In the past, law enforcement has threatened to take centralized system servers in order to obtain the needed information.  This action would result in major disruption for nearly all SCLS libraries.

To avoid this action, SCLS staff need to know as soon as possible after the incident what information law enforcement is seeking.  Much of the information that may be helpful in these cases is short-lived, often gone in minutes or hours.  There is also some information that may be requested that is not saved at all.  SCLS staff can advise you about what information is obtainable.
4) Call SCLS consulting staff.  The SCLS consulting staff has advised other libraries in similar cases, and can advise library staff on procedures for handling patron privacy questions when there is a request for records and information.
5) Notify the members of your library board.  As the governing body of your library, the members of your library board need to know what has happened.
*  Examples of “criminal activity” include child pornography, harassment, threats against public officials, identity theft, and hacking.
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